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Executive Summary: New technologies and their connectivity to the internet render medical
devices and their supply chains a target for worldwide criminal attacks. Disruptions to a
medical device supply chain (MDSC), including cybersecurity attacks, have increased rapidly,
with some sophisticated attacks compromising the availability and operation of life-critical
devices. Understanding the impact of disruptions on MDSCs is difficult due to the attendant
supply chain complexity. The lack of a systematic classification of disruptions to MDSCs limits
the transferability of mitigation strategies. Thus, there is a need for evidence-based,
actionable policy guidance for corporations and government agencies that address disruption
risks to MDSCs. This paper first presents a disruption classification scheme based on
historical and anticipated disruptions to MDSCs. Then, we introduce a model, dubbed the
Focal-firm Supply-chain Integrated Model (FSIM), that integrates a focal-firm view of supply
chains and attendant disruptions, illustrated through an MDSC example. Based on lessons
learned from constructing a disruption classification and creating an FSIM map, we describe
the following actionable insights: a) implementing procedures and technologies that enable
early-detection of disruptions, b) accurate and timely information flows, c) continual
monitoring of physical inventory levels and comparing them with digital data, d) enhanced
and repeated testing at various supply chain testing sites, e) standardized metrics that
measure the impact of disruptions, f) developing in advance a preparedness strategy and a
planning process to allocate resources effectively, equitably, and transparently during
disruptions, and g) the need for a common framework that bridges the medical device
regulatory gaps across countries. These insights can guide MDSC stakeholders, including
manufacturers, suppliers, service providers, healthcare providers, policymakers, and
government agencies.

I. Introduction

The COVID-19 pandemic was accompanied by
increased disruptions impacting supply chains (Goel
et al. 2021; Ozdemir et al. 2022; Xu et al. 2020;
Chowdhury et al. 2021). The disruptions were due to
supply shortages (Bookwalter 2021), quality issues
(Fonseca and Azevedo 2020), criminal activities

such as counterfeiting (Shen et al. 2021), and
cyberattacks (Pranggono and Arabo 2021), among
others. Medical device supply chains (MDSCs) are a
case in point. In this paper, we classify MDSC
disruptions, describe a model built to understand
them, and provide a variety of insights and
conclusions about mitigating the impact of such
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disruptions. This section discusses criminal
disruptions to supply chains, the regulatory
landscape of medical devices, and the need for a
holistic approach to MDSC disruptions.

i. Criminal Disruptions To Supply Chains

Even before the COVID-19 pandemic, there was a
growing trend of organized criminal activities
falsifying medical devices, including a billion-dollar
Medicare fraud scheme in the US (United States of
America) involving medical professionals and
telemedicine companies using telemarketing
operations to target senior citizens with fraudulent
and illegal orthotic braces (HHS 2019). At the start
of the COVID-19 pandemic, there was a notable
worldwide increase in the trafficking of falsified
medical products (World Health Organization 2020).
Furthermore, criminal agents increased their theft
and counterfeiting efforts to disrupt MDSCs
(Hodgkinson and Andresen 2020; Boman and
Gallupe 2020). Examples include adulterated and
misbranded COVID-19 tests and collection kits
(Sridharan and Sivaramakrishnan 2023), fake
personal protective equipment (PPE) kits (Lallie et
al. 2021), and fake masks (Livingston et al. 2020). In
addition, there have been several cyberattacks, such
as ransomware, malware, and data breaches of
hospital systems and medical device companies
(Muthuppalaniappan  and  Stevenson  2021;
Pranggono and Arabo 2021).

Some brazen attacks have caused considerable harm
to the healthcare ecosystem’s safety and security,
and adversely impacted the availability of medical
devices. A reliable medical device should be able to
perform a requisite function under stated conditions
without failure and operate for a specific time (Fries
2012). The growing shortage of semiconductor chips
(Leslie 2022), a key component of medical devices,
has exacerbated the problem of the supply of reliable
medical devices. To address this shortage
strategically, the US legislated the CHIPS and Science
Act (The White House 2022) to incentivize domestic
manufacturing, strengthen American supply chains,
and enhance national security.

MDSCs are especially vulnerable to disruptions for
the following reasons: (a) the complexity of the web
of original medical device equipment manufacturers,
healthcare delivery organizations, independent
service organizations, and the network of regulatory

and compliance agencies, (b) the use of legacy
technology and outdated systems, (c) the integration
of medical devices with clinical systems, which
creates multiple points of vulnerability, (d) the
vulnerability of modern software systems to
cyber-attacks, and (e) challenges presented by data
collection and maintenance. Medical devices have
become increasingly connected to hospital systems
and internet networks. They can also be implanted,
sometimes with the ability of being remotely
controlled by patients or their physicians. With the
increased reliance on digital technologies, the points
of vulnerability in medical devices and their supply
chains have become alarmingly high (Sametinger et
al. 2015). Therefore, there is a need for a deep
understanding of MDSCs, including their internal
processes, external linkages, testing and compliance,
end-users, as well as their disruptions and
mitigation strategies (Miller et al. 2021; Marucheck
etal. 2011).

ii. Regulatory Landscape Of Medical Devices

Given the increasing sophistication and importance
of medical devices, various medical device regulators
joined forces in 2011 to create the International
Medical Device Regulators Forum (IMDRF). The
IMDRF comprises international members such as the
US (Food and Drug Administration), South Korea
(Ministry of Food and Drug Safety), and Europe
(European Commission Directorate-General for
Internal Market, Industry, Entrepreneurship, and
Small and Medium Enterprises). The group releases
internationally = agreed-upon  recommendation
documents, which are then modified and adapted to
meet the regulatory requirements of individual
countries. Thus, the policies within the IMDRF are
broad, and additional guidance is required for their
implementation. In 2014, the World Health
Organization = (WHO) adopted a resolution
strengthening the regulatory system for medical
products designed to achieve better health outcomes
(World Health Organization 2017), and the WHO
acts as an official observer of the IMDRE. While the
regulatory requirements, including the classification
of medical devices, differ across countries, the
coalition of regulators has come together to ensure a
joint worldwide focus on health outcomes.

The regulation of medical devices involves
competing goals of safety versus speedy approval
processes. Europe and the US regulate medical
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devices differently. The European Medical Device
Regulation (MDR) is a set of regulations that govern
the production and distribution of medical devices in
Europe, requiring compliance by all medical device
manufacturers intending to sell medical devices in
Europe. In the US, the Food and Drug Administration
(FDA) is the sole government authority regulating all
medical devices in the US under the Federal Food,
Drug, and Cosmetic (FD&C) Act. In contrast, the EU
(European Union) follows a “Notified Body” system,
where 38 member-state bodies (as of 2023) are
designated under the MDR. In the past, both the EU
MDR and the US FDA have been criticized for their
different regulatory policies. The EU MDR has been
criticized for its speedy decentralized device
approval, which may unintentionally lead to more
“fake” devices in the market. On the other hand, the
US FDA has been criticized for its slow approval,
compliance, and regulation of medical devices.

A decentralized system (such as the one followed in
the EU) has the advantages of greater efficiency, a
shorter device approval process, and a faster time to
market, while a centralized system (such as the one
followed in the US) has the advantages of
standardized compliance procedures, better safety
measures, and ease of acquisition of safety data. This
dichotomy is evident in how these two bodies have
regulated medical devices. The US FDA's primary
purpose of regulating medical devices is borne out of
its role as a public health agency aiming to curb the
problem of fake and harmful devices. In contrast, the
EU MDR’s primary purpose is to foster innovation
with effective commercial and industrial policies
across nations (Van Norman 2016).

Medical devices are typically subject to controls
specified by individual nations. These controls
encompass the safety and efficacy of medical devices
and ensure that the devices are not adulterated or
misbranded. This makes the regulation of medical
devices across the world heterogeneous and lacking
in consistency. The WHO has taken strides to suggest
a more consistent and streamlined approach to
regulation by publishing international regulatory
guides. Further, the Global Harmonization Task
Force, a voluntary group comprising members from
national regulatory authorities and industry from
the EU, US, Japan, Australia, and Canada, was
founded in 1992 to address the growing need for
consistency in medical device regulation.

While the regulatory controls are commensurate
with the level of risk associated with a medical
device, there can be some differences in the
pre-market requirements for medical devices across
regulatory bodies of different countries. For
example, all medical devices in the US are subject to
general controls specified in the FD&C Act (FDA
1976) and classified by the FDA as per the risk the
device poses to the patient as follows: Class I (low
risk; e.g., bandages, handheld surgical instruments,
stethoscopes, etc.), Class Il (intermediate risk; e.g.,
computed tomography scanners, intravenous
pumps, ventilators, etc.), and Class III (high risk; e.g.,
pacemakers, brain stimulators, implanted
prosthetics, etc.). The devices also vary in the
complexity of the technology used. In increasing
order of technological sophistication, the types are
Disposables (e.g., bandages, rubber gloves, etc.),
Surgical Instruments (e.g., forceps, scissors, etc.),
Therapeutics (e.g., cardiac pacemakers, infusion
pumps, etc.), and Diagnostic Equipment (e.g., MRI
machines, X-ray machines, etc.) Such a risk-based
classification approach is also followed in the
European Union, but with more classes (four
categories of devices) and stricter delineation of the
responsibilities of the economic operators and
notified bodies, along with a difference in how
connected devices are classified (Court 2021).

Further, individual countries develop their own
regulatory documents and collaborate with various
regulatory bodies to enhance the security of medical
devices. For example, in 2003, the US FDA published
the Quality System Regulations document to address
device design, validation, and good manufacturing
practices. Subsequently, amendments were made to
add to the cybersecurity guidelines. Other US
compliance and regulatory bodies, such as the
Cybersecurity and Infrastructure Security Agency
and the National Institute of Standards and
Technology, also collaborate with the FDA to enforce
guidelines that protect patients from medical device
misuse. One of the key goals of the FDA's ‘Resilient
Supply Chain Program for Medical Devices’ is to
“identify supply chain risks and provide actionable
information on those risks to medical device
manufacturers, medical device distributors,
healthcare  delivery = organizations, patients,
healthcare workers, and government partners” (FDA
2022b).
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iii. The Need For A Holistic Approach To MDSC
Disruptions

Supply Chain Risk Management is a growing
discipline. While substantial work has been done in
risk classification (Rangel et al. 2015; Hudnurkar et
al. 2017), there is limited research in the healthcare
sector from a supply-chain risk-management
perspective (Senna et al. 2020). Most research in
healthcare supply chains aims to combat counterfeit
medical devices (Clauson et al. 2018). However,
focusing only on counterfeiting is not sufficient. A
broader and more holistic understanding of
disruptions that considers the diversity, impact, and
mitigation strategies for all disruptions of medical
devices is needed.

While there is relevant work (Thimbleby 2013;
Mattox 2012; Polisena et al. 2014; Feldman et al.
2008; FDA 2023a), a supply chain perspective that
incorporates disruptions to guide policies is missing.
From a policy perspective, understanding large and
complex healthcare systems has become increasingly
difficult (Uzsoy 2005). Therefore, it is critical to map
the end-to-end supply chain under study since
visibility is a key determinant in managing supply
chain risks (Ivanov 2021). Developing supply chain
maps at the right level of granularity can lead to
invaluable insights into risks and vulnerabilities.
Furthermore, it is important to focus on a specific
stakeholder’s perspective. Existing granular supply
chain maps, such as value stream maps or process
maps, may not capture the extended supply chains
(primarily upstream of a focal firm), where
disruptive vulnerabilities often originate (MacCarthy
et al. 2022). Therefore, it is not only important to
derive actionable insights by taking a specific
firm-centric view but also to incorporate the points
of vulnerability associated with the extended supply
chain.

To this end, this paper first develops a classification
scheme that provides a taxonomy of MDSC
disruptions and their impacts, and then presents
corresponding mitigation strategies. We introduce a
methodology that creates a model that integrates a
focal-firm view of supply chains with disruptions.
Dubbed Focal-firm Supply-chain Integrated Model
(FSIM), this model includes a supply-chain map of a
focal firm of interest and its external linkages as well
as attendant disruptions. The FSIM methodology
models the focal company in some detail and

aggregates entities surrounding it to keep modeling
complexity at a manageable level. Importantly, the
various categories and locations of potential
disruptions are directly integrated into the FSIM
map. The classification of the disruptions and the
development of the model were carried out in
collaboration with industry experts (supply chain
and security). These experts verified the created
FSIM as well as its disruption classification. Finally,
we present some insights, gleaned from the model,
and make policy recommendations to MDSC
stakeholders, including manufacturers, suppliers,
service providers, healthcare providers,
policymakers, and government agencies.

II. Unique Challenges of The Medical Device
Industry

The global medical device industry is valued at USD
489 billion (Fortune Business Insights 2022a), with
over 36% of this market in the US in 2021 (Fortune
Business Insights 2022b). Medical devices include a
broad category of technologies, such as
thermometers, surgical supplies, gloves, syringes,
PPE kits, pulse oximeters, implanted medical
devices, cardiac pacemakers, ventilators, and in-vitro
diagnostic devices (FDA 2022a). Medical devices are
“...intended to affect the structure or any function of
the body of man or other animals...” (FDA 2023b).
Overall, the medical device industry is highly
regulated, and compliance is of the utmost
importance to manufacturers, since human and
animal health and safety are at stake (Kramer et al.
2020; Jarow and Baxley 2015).

A key component of medical devices is the
semiconductor chip (Semiconductor Industry
Association 2021). Almost 50% of all medical
devices have a semiconductor chip (Bradley 2022).
These chips control operations, data processing,
input and output management, sensing, wireless
connectivity, and power management. An aging
population, the rise of telehealth, the move to more
portable and wearable devices, and the rise of
artificial intelligence all contribute to the growth of
the medical device semiconductor segment
(Semiconductor Industry Association 2020).

Service and repair are other critical aspects of the
medical device industry. Medical device
manufacturers, third-party service organizations,
and non-original equipment manufacturers can
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service medical devices. To address security risks,
healthcare delivery organizations get regulatory
bodies’ authorization to implement software and
patch updates to medical devices. Such software
updates are especially critical in addressing
cybersecurity vulnerabilities (Digital Health Center
of Excellence 2022). More generally, under Title 21
Code of Federal Regulations (CFR) Part 807, the FDA
states that medical devices must meet FDA's
regulations, regardless of whether the device is
foreign made or domestically made (ECFR 2024).

Akin to the pharmaceutical industry, a distinctive
characteristic of the medical device industry is the
high inventory levels of products and components
held by manufacturers. It is typical for medical
device manufacturers to carry 150-400 days of
inventory (Johnson 2022).

III. A Classification of Disruptions to MDSCs

Supply chain disruptions are defined as “unplanned
and unanticipated events that disrupt the normal
flow of goods and materials within a supply chain”
(Craighead et al. 2007). The medical device industry
has experienced a variety of security-related
incidents and disruptions (Burns et al. 2016). For

example, WannaCry ransomware and Ryuk
ransomware targeted healthcare delivery
organizations, causing widespread disruptions

(Walker-Roberts et al. 2018). Furthermore, when
Barnaby Jack, a cyber-security expert, demonstrated
at the McAfee FOCUS 11 conference in 2010 how to
hack an insulin pump that remotely altered the

insulin dosage for a patient, an immediate global
alert was issued concerning the vulnerabilities of
medical devices (Beavers et al. 2019).

The disruption classification scheme presented in
this section was developed through a literature
review of historical medical device disruptions and
in consultation with industry experts, supply chain
researchers, and government agencies, such as the
US Department of Homeland Security (DHS). The
validity of each category was confirmed by the
experts, and categories that could depict potential
disruptions were incorporated into the classification
scheme.  Specifically, fourteen  standardized
categories based on a review of 70 historical
incidents and potential incidents are depicted in
Table 1. For further description and discussion of
each disruption category, see the Appendix.

The industry and security experts who were
involved in assisting and validating this classification
all agreed that the medical device industry would be
confronted with an escalation of disruptive attacks
by criminal individuals or organizations. Disruptions
are often viewed in a reactive, ad-hoc manner,
thereby limiting lessons that could be learned from
past incidents. Thus, it is important to compile a
comprehensive classification of MDSC disruptions,
which is lacking in the literature. The categorization
presented in this section should help researchers
and industry professionals to better understand
threats and develop mitigation strategies related to
medical devices.

Table 1. Classification of Disruptions to MDSCs (see Appendix for further details)

faulty components, or contamination

Disruption Category Description Example
1. Manufacturing Flaws This category encompasses medical Sale of adulterated and unapproved
or Adulteration devices characterized by design flaws, Supartz Euflexxa, Synvisc,

Synvisc-One, and Orthovisc, which
are hyaluronic-acid medical devices
(DOJ 2021a)

2. Semiconductor Chip
and Rare Earth Metal
Shortage

This category describes the scarcity of
semiconductor chips and rare earth
metals used in several medical devices

Revenue loss at Philips (Flaherty
2022), and Hologic (Pederson
2022) due to chip shortages

3. Counterfeit Devices

This category encompasses any
counterfeit of a container, packaging,
labeling of a medical device or its
components, as well as using a design
masquerading as a genuine medical
device

More than 250,000 counterfeit
SURGICEL  units (an Ethicon
product) were sold to a wholesaler
in Florida, USA (Albiani 2021)
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4. Internal Theft

This category pertains to theft within
facilities owned by the focal firm

Kevin Rumph, Jr used a US
Department of VA credit card to
buy over $1.9 million worth of
airway pressure equipment (DO]
2021b)

5. External Theft

This category pertains to theft external
to facilities owned by the focal firm via
trash-diving to  get  discarded
packaging or product material

The “Endoscopy Gang” of Spain
sold stolen endoscopy probes on
the Colombian black market
(Carranco and Castedo 2013)

6. Transportation
Theft

This category pertains to thefts while
products or parts are being
transported across facilities

Transport of stolen goods over $2.2
million from Johnson & Johnson
subsidiaries in the infamous
“Operation Miami Device” (Crotti
2016)

7. Unavailable or
Improper Servicing

This category refers to potential
disruptions stemming from improper
servicing due to inadequate training or
unavailability of servicing

Examples not recorded

8. Provider Kickbacks

This category pertains to kickbacks to
healthcare providers for overuse of
medical devices

Shire Pharmaceuticals used
kickbacks to induce healthcare
providers to overuse Dermagraft
(DOJ 2017)

9. Distributor
Kickbacks

This category pertains to kickbacks
paid by a focal company to its
distributors to switch to its products
from those of competitors

Bayer = Healthcare  paid its
distributors kickbacks to switch to
Bayer products from those of
competitors (DOJ 2008)

10. Billing for
Unnecessary Medical

This category encompasses fraudulent
or fake medical companies that harvest

Patsy Truglia bribed doctors in
Florida to prescribe unnecessary

Equipment patient information and bill Medicare medical braces to Medicare
for fraudulent healthcare patients (DOJ 2022)

11. Packaging, This category pertains to packaging Olympus recalled 26,000

Labeling, defects, labeling errors, misbranding of disposable EndoTherapy devices

Misbranding, content, incorrect features, and because a packaging defect affected

Unapproved, and
Off-Label Use of
Medical Devices

off-label use of a medical device for
purposes other than intended

their sterility (Crotti 2021)

12. Cyberattacks

This category encompasses attempts
to steal, disrupt, alter, disable, or
destroy information through
ransomwares, device encryption, and
remote hacking of implantable medical
devices (IMDs)

The “WannaCry” ransomware
attack infected the Bayer Medrad
medical device, which is used to
assist in MRI scans (Brewster
2017)

13. Natural Disasters
and Power Outages

This category pertains to natural and
climatic events that disrupt the
functioning of medical devices

David Taylor, a ventilator patient,
had to be transported to a hospital
since the backup battery ran out of
charge following a power outage
(Huff 2021)

14. Supply Shortages

This category refers to supply
shortages of medical devices that
occur due to spikes in demand or loss
of supplies

Shortage of blood bank supplies,
which are in-vitro medical devices
(Gavin 2022)
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IV. The Focal-firm Supply-chain Integrated Model
(FSIM)

In this section, we introduce a methodology that
creates a model, dubbed Focal-firm Supply-chain
Integrated Model (FSIM), which integrates a
focal-firm view of a supply chain and attendant
disruptions. A focal firm of an FSIM is a medical
devices company of focal interest. More specifically,
in FSIM there are two types of components: the focal
company, which is modeled in detail, and all other
components external to it (e.g, suppliers and
customers), which are aggregated in the model to
achieve a balance between modeling accuracy and
manageable complexity. The choice of the focal-firm
view comports with the modeling and analysis
approach of the Theory of Constraints, which always
starts the analysis of a system by articulating a clear
goal of performance improvement (Goldratt and Cox
1984). This section further discusses gleaned
actionable insights into MDSCs, conducive to making
policy recommendations, obtained from
constructing an FSIM map.

i. The FSIM Methodology

The FSIM methodology was employed by our
research team of supply chain modelers in
collaboration with industry and security experts. It
consisted of three phases: (1) assembly of an
advisory group of experts, (2) construction of a
model of the medical device supply chain of interest,
including an FSIM map, and (3) compiling a list of
pertinent disruptions and integrating them on the
FSIM map. Specifically, in phase 1, we assembled an
advisory group of experts in supply chain
management and security, including senior supply
chain executives at a US medical devices firm. In
phase 2, the research team conducted interviews
with the advisory group to construct the supply
chain model structure and obtain model parameters.
The modeling task was performed as an iterative
process, where at each iteration, the latest supply
chain map was shown to the advisory group to seek
feedback and suggestions for improvement. At every
iteration, the wvalidity and completeness of the
information obtained was confirmed by all members
of the advisory group. Finally, in phase 3, we
proceeded to compile a list of pertinent disruptions.
To this end, a literature review was conducted to
understand past medical device disruptions. These
disruptions were classified into categories and

overlayed on the FSIM map. The advisory group
reviewed the disruptions and confirmed their
validity. The final iteration of the FSIM map is shown
in Figure 1.

This model and FSIM map were developed for a large

medical device company, to be referred to as

MedTech Company, which serves as the focal firm.

The individual elements of the FSIM map are

described next (see CCICADA 2023 for more details):
1. The MedTech Company manufactures two
types of products: Electronic Equipment (EE)
and Delivery Systems (DS). EE units
comprise medical devices with electronic
components, software, semiconductors, etc.
DS units are single-use devices that convey a
medical product into a patient (e.g,
catheters).

2. Any facility (node) label that contains the
word ‘Pool’ represents an aggregation (e.g.,
of suppliers, production processes, etc.). For
example, the Hospital/ Equipment Pool in
Figure 1 represents all hospitals serviced by
this focal firm. Aggregating entities external
to the focal company into pools simplifies the
model map while still capturing the
functionality and vulnerabilities of the
supply chain.

3. Gray icons represent internal processes at
focal-firm facilities. For example, the DS
Production & Sterilization node models the
production process of DS units.

4. Green icons represent trusted focal-firm
suppliers, while red icons represent
untrusted focal-firm suppliers.

5. Blue arrows represent physical-flow
transport routes of goods among facilities,
while red arrows represent transport routes
of untrusted flows (possibly including
counterfeit items). Black arrows represent
zero-delay information flows (e.g., supply
orders).

6. Yellow triangle icons represent safety
stocks (e.g., at the EE Packaging & Inspection
node), and beige triangle icons represent
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other inventory storage (e.g., at the DS

Product Testing node).

7. Blue triangle icons represent pools of

patients at a hospital.

Figure 1. FSIM Map of a MedTech Company

Focal-firm Supply-chain Integrated Model Map — Medical Devices

8. Finally, disruptions at various map
locations (nodes and arrows) are
represented each by an ‘exploding-bomb’
icon with disruption-code labels of the form
X-1" to ‘X-14, where X-n designates a
disruption of class n according to the
classification described in Section III.

Patient

- MedTech Hospital [Equipment Source
W X2 b Company Pool ‘W %3,8912,14
e X-1,3, ~
[ S SR 1 ] - Zﬁ.
14 L)
; EE Packaging Material — —
A= A ot A =\ ®
g A
EE Raw Material  EECMO N KE . X6 o S
Supplier Pool  Production Pool A - Distributor Paol @ paing
W N6 ¥ X-11
Repair/ x5 » X6 wxs /\
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EE Testing x4 EE Packagipg & Inspection \ Patient Pool
= Goodput r__Gm'd"“‘ tuand
A © A O | A .
- i . X4 .
s Badput ¥ X4 Repackage EE n:;s::r;ﬂu" " X6 A Fatlem:ouri"alrtlnz =
D5 Raw Material Seized Replacement Patient
Supplier Pool W X ¥ xa1 " x4 A Equiplnmem Pool Sink
A wX13 psmaw  psp roduction & A DS Distribution
14 Material Testing  Sterilization ¥ x4 DﬁPad:aqing Material Center < EE and DS
- : . pplier Pool Goodput Sink
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Goodput " 05 Prod DS Pa W B Magwmra;::l &
L A Badput 1| xs pa.:hg[:i: Te:::fm Badput palr )
¥aT] EE- Electronic Equipment Focal Company Trusted Extarnal —+  Intermation Flaw oiscard AS Safety Stock Horage
Le end [*Vh_m I " E Facley raclity Trusted Shipments & Other Inventory Sterage
F:.I..D:lm:}mm /_\‘ Patient Pool fm’“ External Untrusted Shipments © Dechsion nade Refer umuwﬂ::'nm.
The FSIM methodology has two key merits. First, it or destruction to prevent misuse, as well as
facilitates understanding of supply chain investigating the root cause for remedies.

operations, and by overlaying disruptions on the
FSIM map, disruptions and impacts are clarified,
thereby facilitating devising mitigation strategies.
In particular, for each possible disruption, the
FSIM map visualizes the disruption’s onset
location and its impact on the downstream supply
chain. It further facilitates estimating the time to
detect the disruption and mitigating it. For
example, if we consider the disruption due to
packaging defects that compromise the sterility of
medical devices, such a disruption would likely
occur at the EE Packaging Material Supplier Pool
node or the DS Packaging Material Supplier Pool
node. The disruption would be detected during
inspection and testing at the EE Packaging &
Inspection node, or the DS Packaging Testing node.
Mitigation strategies would involve repackaging,

The FSIM methodology can serve as a roadmap for
MDSC companies with strong research expertise
and modeling capabilities to create their own
maps to understand the impact of disruptions and
develop mitigation strategies. Furthermore, its
generality makes it applicable to a wide range of
industries, beyond medical devices. Indeed, we
have successfully used this methodology to
analyze supply chain models from diverse
industries, such as pharmaceuticals, solar arrays,
and food processing.

ii. Insights and Limitations

The process of constructing an FSIM map,
including discussions with industry experts, led to
several important insights. First, MDSCs rely on
safety-stocks inventories for supply chain
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resilience, and the associated replenishment
policies (e.g., order size, reorder point, safety
stocks, and lead time), which are critical
management tools. Second, prevention or
mitigation of disruptions depend on reliable
system-wide data that can be leveraged to detect
anomalies. Reliance solely on finished-goods
inventory data could temporarily mask
disruptions in progress, and result in delayed
detection. Third, contract manufacturing
organizations (CMOs) augment MDSCs’ capacities,
and require vigilance concerning their
trustworthiness and security procedures. Fourth,
while extensive testing is conducted on
work-in-progress (WIP), such as materials, and
packaging at various nodes of the MDSC, there is a
continual need to monitor the reliability and
efficacy of the testing process itself. Finally, data
reliability is critical in ensuring the smooth and
compliant functioning of the MDSC. Any
cyberattack disruption to data integrity and
reliability could have serious consequences, given
the regulated nature of the industry.

Like any model, FSIM has its limitations. First, the
process of developing such a model with adequate
accuracy relies on collaboration with supply chain
and security experts, typically drawn from
industry. However, the availability and knowledge
of such experts is often limited due to the
distributed nature of the requisite knowledge.
Second, knowledge on facilities, located in
upstream tiers of the focal firm, is often scarce,
and its paucity necessitates a judicious
aggregation of such facilities into pools.
Consequently, the identity of individual pool
components is lost, and they cannot be analyzed
individually. Third, in the absence of reliable data,
the modeler often makes assumptions, which may
not be adequately representative of reality. Finally,
FSIM, represented as a simulation model with
random components having probabilistic
distributions, gives rise to experimental error in
its statistical outputs, which must be controlled by
time-consuming multiple  simulation runs
(replications).

V. Policy Recommendations

The FSIM methodology presented in this paper is
specifically designed to help glean actionable
insights by taking the viewpoint of a focal firm and
incorporating the various disruption categories

into the FSIM map. These insights facilitate the
development and formulation of several important
policy recommendations.

i. Early Detection of Disruptions

A Kkey strategy for mitigating disruptions is
maintaining high safety-stocks levels and
end-product inventories (Tang 2006). However,
high inventory levels and a primary focus on
end-product inventories often mask early
detection of disruptions; early detection and rapid
response are important ways to limit the scale and
scope of disruptions (Sheffi 2015). High inventory
levels and only paying attention to end-product
inventory can give rise to complacency that
impedes the recognition of early warnings and
rapid-response mindset (Tomlin and Wang 2011).

Accordingly, we make the following
recommendations for early detection of
disruptions in MDSCs:

1. As part of preparedness activities,
analyze the supply chain for points of
vulnerability. The FSIM methodology could
be used to this end.

2. Devise policies that disclose medical
device disruptions, especially during
public health emergencies.

3. Implement procedures that diversify
suppliers and maintain adequate safety
stocks.

4. Adopt technologies that enable early
detection of disruptions through real-time
warning systems across the supply chain
that trigger a rapid response (e.g,
investigation and mitigation). To this end,
developing remote monitoring capabilities
and enabling real-time tracking of medical
device performance can further enhance
early detection of disruptions.

ii. Effective Information Flow Management

This policy recommendation relates to
information flows. Information flows in MDSCs
support the physical flows. Further, these flows
are critical in ensuring compliance with regulatory
agencies. Accordingly, we make the following
recommendations for effective information flows:
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1. MDSCs should carefully manage and
maintain information flows for accuracy
and timeliness.

2. MDSCs should devise standard
protocols of data exchange and integrate
medical devices with health IT systems in
order to improve informational flow
management. It is important to ensure
that the informational flow management
processes comply with all applicable
medical device regulations.

The FSIM methodology provides a deeper
understanding of information flows within MDSCs.
For example, to maintain timely availability of
finished goods to end-customers, the EE/DS
production processes described in Section IV need
to be synchronized and coordinated to produce
medical kits (one EE and one DS per incoming
patient).

iii. Building Cyber-Resilient MDSCs
While much effort has focused on reducing risks
associated with physical entities of the supply
chain, less attention has been paid to developing
cyber-resilient supply chains. A cyberattack on the
information infrastructure of MDSCs can
disastrously impact the physical flows and
jeopardize regulatory compliance. Recovery from
compromised compliance is difficult,
time-consuming, and can have long-term
consequences on sales due to reputational damage
to the brand (UBS 2021; Medical Plastic News
2022). Given the importance of cybersecurity, we
make the following recommendations for
cyber-resilient MDSCs:
1. MDSC stakeholders should allocate and
deploy adequate resources to monitor
physical flows and inventory levels and
compare them with digital data to detect
data breaches as early as possible. These
resources would include cybersecurity
personnel with strategic and operational
expertise.  Right-sizing  cybersecurity
budgets is nuanced, being a function of the
size and complexity of the organization as
well as the type of products and services
offered by the organization. As a rule of
thumb, it is recommended that the
cybersecurity budget should be between

7% and 20% of the total IT budget
(SenseOn 2023).

2. MDSCs should set up advanced security
operations centers (SOCs) that plan,
monitor, and respond to security threats.

3. MDSCs should develop and disseminate
cybersecurity policies along with detailed
guidelines for threat identification and
response playbooks leveraging MDSC
consortia, such as Medical Device
Manufacturers Association (MDMA) and
Medical Device Innovation Consortium
(MDIC).

4. MDSCs should establish ongoing
cybersecurity training programs that
match the employees’ levels of
responsibility. Training topics should
include basic cyber hygiene for all
employees, identifying early warnings of
cyberattacks and, nascent threats, as well
as implementing prompt reporting and
response procedures.

5. MDSCs should seek regular information
about cybersecurity practices of vendors
and suppliers outside the focal company
and seek contractual agreements with
them regarding such practices.

iv. End-to-End Testing
Risk assessment and checking the efficacy of
testing protocols at various supply chain
components is critical to medical device
manufacturers. Well-designed testing plans help
assess vulnerabilities of medical devices and point
to appropriate mitigation strategies. Accordingly,
we make the following recommendations for
end-to-end testing in MDSCs and their suppliers:
1. Each component of an MDSC should
develop comprehensive testing plans of
device hardware, software, performance,
safety, and usability.

2. Each component of an MDSC should
have contractual agreements with its
suppliers that stipulate comprehensive
risk assessment and testing protocols.

v. Standardization of Metrics
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MDSC stakeholders and policymakers need
standardized quality and disruption metrics to
compare vulnerabilities, mitigation strategies, and
the impact of changes to a supply chain. Such
metrics can be used by in-vitro simulation
experiments in assessing disruption impacts,
identifying  vulnerabilities, and developing
efficacious mitigation strategies, as well as
comparing the efficacy of alternate changes. In
addition, combining the standardization of
disruption classification and disruption metrics
can help guide policy decisions more effectively
and systematically. Several ISO standards are
applicable to medical devices, such as ISO 14971
(risk management), 10993 (biocompatibility),
62304 (medical device software), and 13485
(quality management). Recently, the FDA
recognized the ISO 13485 international medical
device quality management standard as part of its
Quality Management System Regulation (QMSR).
The creation and use of such standards globally is
of wvital importance. However, international
standards for assessing the impact of disruptions
are lacking. Accordingly, we recommend that
global regulatory bodies also play a role in the
development of metrics that quantify the impact of
disruptions.

vi. Disruption Preparedness Strategy

The COVID-19 pandemic has highlighted a
plethora of supply chain challenges on a global
scale. In addition to widespread supply shortages,
these challenges have further included equitable
distribution/allocation, regulatory compliance,
and oversight to ensure patients’ health and safety.
A recent investigative report on the lessons
learned from this emergency by a group of leading
national experts highlights the need for a
preparedness strategy to rapidly produce and
distribute medical devices so as to maximize
societal benefits (The Covid Crisis Group 2023).
Such a strategy should have a preparedness
planning process for allocating scarce resources
effectively, equitably, and transparently. Our
current work uncovered an industry-wide
emphasis on MDSC ‘efficiency’ (costs) and less so
on ‘effectiveness’ (responsiveness).
Responsiveness in these supply chains depends
mainly on the availability of adequate inventory
levels, which were not sized for large-scale

emergencies. Accordingly, we recommend the

following disruption preparedness strategy:
1. MDSCs should adopt a two-pronged
supply chain strategy for two regimes: 1)
an efficient supply chain that is used in
normal regimes where supply and demand
follow forecasts, and 2) a responsive
supply chain ready to be deployed on short
notice in emergencies. Such a
rapid-response supply chain should have
the following capabilities: (a) an ability to
tap into excess capacity, shorten lead
times, and deploy new resources for
manufacturing and compliance, (b) an
ability to rapidly and adaptively respond to
shortages and disruptions through already
developed contingency plans, and (c) an
ability to rapidly detect and remove
fraudulent/counterfeit products.

2. Since such proactive planning strategies
call for a governmental policy that goes
beyond inventories, and incentivizes
MDSCs’ preparedness for emergencies,
governments should collaboratively lead
the implementation of this strategy.

3. Governments should incentivize the
development of global, industry-wide
collaborative platforms to rapidly share
information in case of emergencies and
threats.

vii. Medical Device Safety

Ensuring the safety of medical devices is a central
concern of MDSCs and regulatory agencies.
However, the safety standards are not uniform
across countries. Adopting a shared regulatory
framework can go a long way toward ensuring
medical device safety by assessing gaps in medical
device regulations, workforce, and equipment
management software used by various countries.
Accordingly, we recommend that the provisions of
the Global Harmonized Task Force (GHTF), the EU,
and the US can serve as benchmarks for countries
that do not have a comprehensive medical device
regulatory system. To this end, data in the Global
Atlas of Medical Devices (GMAD) can be leveraged
to provide global, regional, and country-level data
on the availability of national policy on health and
technology, and regulation of medical devices,
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including the use of medical device nomenclature
systems. This policy recommendation, once
implemented, would ensure medical device safety
by globally harmonizing pre-market requirements
and post-market surveillance to ensure
consistency in the way medical device data is
acquired and assessed.

viii. Barriers to Recommendation Implementation

It is important to recognize the key barriers to
implementing these recommendations. For
example, implementing technologies that enable
early detection of disruptions requires changing
the mindset of MDSC stakeholders from an
“inventory-first” viewpoint to a “disruption-first”
viewpoint. Understanding the location and
severity of disruptions is essential to deploying
efficacious mitigation strategies. While large levels
of safety stocks can mitigate disruptions, they do
not constitute a comprehensive solution to the
problem of disruptions. Worse still, excessive
safety stock levels may mask disruptions in
progress. Monitoring for potential disruptions
requires investments in sophisticated technology
and cybersecurity expertise. Investments in
security, and particularly cybersecurity, are often
lower than investments in R&D, better
infrastructure, and hiring more experienced
employees. Moreover, deploying legacy medical
devices that possess limited connectivity with
modern detection capabilities can be challenging.
Prioritizing investments in cybersecurity requires
that the wvalue of disruption prevention be
well-understood by management. Further,
implementing regulatory changes at all levels is a
complex undertaking. It requires collaboration
across multiple agencies, government bodies,
regulatory authorities, and MDSC stakeholders in
developing security and safety policies for medical
devices. Some of these barriers can be overcome
by developing cost/benefit analysis tools for MDSC
stakeholders to support the identification of
effective policies.

VI. Conclusion

MDSCs are part of the national—critical
infrastructure since the products they deliver are
vital to public health and safety. Disruptions to the
availability of MDSC products, such as PPE kits and
ventilators, experienced during the COVID-19
pandemic, resulted in life-threatening societal

consequences Thus, it is important to understand
MDSC operations, the typology of attendant
disruptions and their impacts, and to acquire the
capability of devising mitigation strategies.

This paper presents the FSIM methodology for
modeling the impact of disruptions to facilitate
extracting actionable prevention and mitigation
insights. It further demonstrates the importance of
developing rigorous methodologies, tools, and
processes to help craft better-informed policies.
Specifically, this paper introduces a disruption
classification for MDSCs that could assist in
systematically creating a knowledge base to be
used across locations, impacts, and mitigations.
The disruption classification has been validated by
industry experts and was used to overlay
disruptions on an FSIM map.

The insights gleaned from this work indicate the
need for MDSC stakeholders to implement
policies, procedures, and technologies as follows:
() enabling early-detection of disruptions by
real-time and enterprise-wide warning systems,
(ii) managing accurate and timely information
flows, (iii) incorporating continual monitoring of
physical and digital data into cyber-resilient
supply chains, (iv) testing products extensively
across the MDSC, (v) measuring disruptions via
standardized metrics, (vi) adopting preparedness
strategies that allocate resources effectively,
equitably, and transparently during disruptions as
well as developing industry-wide collaborative
platforms that rapidly share information and
adaptively respond to emergencies, and (vii)
instituting a shared global framework to guide
national regulatory policies for medical devices.

In summary, the medical device industry needs
scientifically informed structuring that integrates
policies, governmental regulations, metrics, and
public-private collaboration across nations. The
FSIM methodology, presented in this paper, can
facilitate achieving this goal.
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Appendix

Disruption category 1: ‘Manufacturing Flaws or
Adulteration’. An example of a category 1
disruption is the supply of adulterated and
unapproved, foreign-market products, such as
Supartz Euflexxa, Synvisc, Synvisc-One, and
Orthovisc, which are prescription hyaluronic-acid
medical devices intended to treat knee
osteoarthritis pain. Distributed by Affordable
Healthcare Solutions, LLC, the value of these
devices was over $800,000 (DOJ 2021a).

Disruption category 2: ‘Semiconductor Chip and
Rare Earth Metal Shortage. Two-thirds of all
medical devices and over 50% of all connected
devices use semiconductors (Bradley 2022). An
example from this disruption category is the
shortage of semiconductor chips leading to higher
component prices for Philips, which sustained a
hit of €120 million from their cost increase
(Flaherty 2022). Another example is the company
Hologic, which makes mammography and other
imaging machines, and reported a $200 million
revenue loss because of a chip shortage (Pederson
2022). In addition, rare earth elements (REE) are
groups of metals with unique physical and
chemical properties that are used in many medical
device applications (e.g., gadolinium is used in
MRI images, neodymium is used in hearing aids,
zirconium is used for hemodialysis, etc.). These
elements are difficult to mine due to
environmental regulations and offer few
substitutes. Western countries have typically
relied on China for its abundance of rare earth
elements. However, a shortage of such critical rare
earth elements could significantly impact the
medical device industry.

Disruption category 3: ‘Counterfeit Devices’, which
includes any counterfeit of a container, packaging,
labeling of a medical device or its components, or
using a design masquerading as a genuine medical
device. For example, the COVID-19 pandemic
witnessed an increase in fake testing Kits,
thermometers, pulse oximeters, masks, and other
devices  (Sridharan and Sivaramakrishnan
2023).Operation Pangea’, conducted by Interpol,
found that over 50% of all medical devices seized
in a certain week were fake testing kits, potentially
worth more than $23 million. Another example
involves a counterfeit SURGICEL product, made by

Ethicon, a subsidiary of Johnson & Johnson, which
is a hemostat used to control bleeding during
surgical procedures. An illicit trader in Delhi, India
and Dubai, UAE was responsible for supplying
more than 250,000 units of counterfeit and
contaminated SURGICEL and other Ethicon
medical devices to a gray-market wholesaler in
Florida. Intelligence from this operation aided
another global law enforcement operation
involving multiple countries to identify another
gray-market wholesaler in Illinois and led to the
seizure of over $25 million in other illicit medical
devices (Albiani 2021). While counterfeit drugs
are well-researched in the literature (Blackstone
et al. 2014; Cockburn et al. 2005; World Health
Organization 1999; Rudolf and Bernstein 2004;
Eban 2006), there is limited knowledge and
awareness of counterfeit medical devices (Mori et
al. 2011).

Disruption categories 4, 5, 6: ‘Internal Theft' (e.g.,
stealing cargo from a facility owned by the focal
firm), ‘External Theft' (e.g., trash-diving to get
waste, discarded packaging, or product material),
and ‘Transportation Theft (e.g., cargo thefts during
transportation across facilities), respectively.
Stolen medical devices can also be introduced into
legitimate supply chains via underground markets.
Medical devices can also be altered, affecting their
reliability. An example from the ‘Internal Theft’
category is the theft by Kevin Rumph, Jr, who used
his US Department of Veteran Affairs credit card to
buy over $1.9 million worth of airway pressure
equipment, and then sold the unauthorized
purchases to another vendor (DO]J 2021b). An
example from the ‘External Theft’ category
involves the “Endoscopy Gang” of Spain (Carranco
and Castedo 2013), which stole endoscopy probes
from various hospitals in Spain and sold them on
the Colombian black market. An example from the
‘Transportation Theft’ category is the infamous
‘Operation Miami Device’ (Miami-based FDA
investigation), where a former sales
representative of Johnson & Johnson conspired
with other sales representatives of Johnson &
Johnson subsidiaries to transport stolen medical
devices for a period of ten years and laundered
over $2.2 million (Crotti 2016).

Disruption category 7: ‘Unavailable or Improper
Servicing. We could not find historical instances of
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this disruption. However, we hypothesize that with
the growing third-party servicing operations of
medical device repair and maintenance, improper
servicing caused by lack of proper training or
unavailability of servicing (e.g., due to excessive
demand) could result in a severe disruption
(Vockley 2016). It is true that third-party entities
may find it challenging to obtain device servicing
manuals, technical specification documents, and
quality replacement parts. Still, such third-party
entities may also engage in a variety of
unscrupulous activities, such as using substandard
replacement parts, or manipulating the security
controls of the medical device for privileged access
during repair. In addition, information concerning
the servicing history of medical devices is lacking,
which makes it difficult for regulatory bodies to
regulate them adequately (FDA 2018).

Disruption category 8, 9: ‘Provider Kickbacks’ and
‘Distributor Kickbacks,” respectively. Medical device
companies can use kickbacks or engage in
cash-for-patient schemes, paying kickbacks to
distributors for switching products for delivery to
patients (Offices of The United States Attorneys
2012). Kickbacks alter medical device demand and
supply, affecting end-users and other parts of the
supply chain. An example of ‘Provider Kickbacks’
is the case of Shire Pharmaceuticals using
kickbacks and other unlawful methods to induce
healthcare providers to overuse one of its
products called Dermagraft (DOJ 2017). An
example of ‘Distributor Kickbacks’ is the case of
Bayer Healthcare (manufacturer of diabetic
self-testing supplies), which paid its suppliers
kickbacks in return for suppliers switching
patients from Bayer competitors’ products to
Bayer (DOJ 2008).

Disruption category 10: ‘Billing for Unnecessary
Medical Equipment. This category pertains to fake
medical companies harvesting patient information
and billing Medicare for fraudulent orders. An
increase in such fake entities in the market
impacts the supply of medical equipment, further
affecting demand from legitimate entities. In
addition to disrupting legitimate MDSCs, such
disruptions divert funds that could be funneled to
research or better care of patients. An example
from this disruption category is the durable
medical equipment scam and the subsequent

‘Operation Brace Yourself’ (HHS Office Of
Inspector General 2022). One such incident
occurred in Florida, where patients’ personal and
medical information was harvested from a
telemarketing operation. Subsequently, doctors
were bribed to subscribe unnecessary medical
braces to Medicare recipients, and the perpetrator,
Patsy Truglia, was able to amass $18.3 million
from this scheme (DOJ 2022). In addition,
unwanted overuse of medical services worldwide
in countries like Australia, Iran, Spain, Brazil, etc.,
has become quite widespread in recent years
(Brownlee et al. 2022). The overuse of screening
tests, diagnostic tests, and end-of-life care gives
rise to excessive demand for medical devices and
equipment (real or fake), which may not be
required at all. This demand leads to the
proliferation of fake entities in the market to
supply this equipment.

Disruption category 11: ‘Packaging, Labeling,
Misbranding, Unapproved, or Off-Label Use of a
Medical Device! Companies sell products with
packaging defects or labeling errors, distribute
unapproved medical devices, or misbrand medical
devices, leading physicians to use the off-label
device in unapproved uses. A device can be
misbranded by false or misleading labeling,
missing labels, inaccurate statements about the
content, weight, and features, inadequate
directions of use, and non-compliance with the
color-additive  provisions as specified by
regulatory bodies. An example from this category
is the Olympus recall of 26,000 disposable
EndoTherapy devices because of a packaging
defect that affected the sterility of these devices. In
addition, over 113 models were impacted because
of a defective seal (Crotti 2021).

Disruption category 12: ‘Cyberattacks! More than
1 in 3 healthcare provider facilities reported being
hit by ransomware in 2020 (Pifer 2021).
Cyberattacks have affected over 600 US healthcare
organizations and more than 18 million patient
records in 2020 alone at an estimated cost of
nearly $21 billion (Weiner 2021). A recent
Health-ISAC report, entitled ‘Securing the Modern
Pharmaceutical Supply Chain: A Guide for CISOs in
an Age of Disruption’, stressed increasing concern
about bad actors targeting operating technology
(0T) systems used to run the manufacturing floor,
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labs, R&D facilities, warehouses, and distribution
centers(Health-ISAC  2022). Cyberattacks on
medical devices can be both passive (e.g., those
that compromise a device’s security and
wrongfully obtain a patient’s data) and/or active
(e.g., those that directly threaten the well-being or
life of a patient by targeting implantable medical
devices such as pacemakers). Hackers can
remotely take control of devices such as infusion
pumps, insulin pumps, pacemakers, defibrillators,
etc., and modify the functions of medical devices to
cause harm to patient physiology. One of 27
examples of this disruption category in our
database is the “WannaCry” ransomware attack.
The ransomware impacted over 200,000 Windows
systems, 48 hospital trusts in the UK, and various
medical facilities in the US. Specifically, the Bayer
Medrad medical device, which is used to assist in
MRI scans was affected. Operations were restored
in 24 hours. (Brewster 2017).

Disruption category 13: ‘Natural Disasters and
Power Outages’, which refers to climate scenarios

disrupting the functioning of medical devices at
homes or hospitals (Browning and Tuma 2015).
An example of this disruption category is the
power outages in Texas in February 2021. David
Taylor, a patient who relied on a ventilator to
breathe, had to be transported to a hospital after
his ventilator’s backup battery ran out of charge
following a power outage. The growing medical
device market requires more reliable power (Huff
2021).

Disruption category 14s ‘Supply Shortages. An
example is shortage of blood bank supplies, which
are classified as in-vitro medical devices. A critical
shortage of blood supplies threatens the ability to
provide transplants, surgeries, cancer therapies,
etc. (Gavin 2022). The COVID-19 pandemicled to a
dramatic excess of demand over supply for blood
and its components due to canceled blood drives,
fewer donors, and labor/staff shortages. From
2010 to 2019, there were five shortages of medical
devices annually, with the first half of 2020
witnessing 20 shortages (Beleche et al. 2022).
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