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Activities and Findings

Finding ways to intercept illicit nuclear materials and weapons destined for the U.S. via the maritime transportation system is an exceedingly difficult task. Until recently, only about 2% of ships entering U.S. ports have had their cargoes inspected. The percentage at some ports has now risen to 6%, but this is still a very small percentage. The purpose of this project is to develop decision support algorithms that will help to optimally intercept illicit materials and weapons. The algorithms developed will find inspection schemes that minimize total cost, including the “cost” of false positives and false negatives.

We envision a stream of entities arriving at a port and a decision maker having to decide how to inspect them, which to subject to further inspection and which to allow to pass through with only minimal levels of inspection. This is a complex sequential decision making problem. Sequential decision making is an old subject, but one that has become increasingly important with the need for new models and algorithms as the traditional methods for making decisions sequentially do not scale.

Existing algorithms for optimally intercepting illicit cargo assume that sensor performance, operating characteristics of ports, and overall threat level are all fixed. The approach in this project involves decision logics and is built around problem formulations that lead to the need for combinatorial optimization algorithms as well as methods from the theory of Boolean functions, queuing theory, and machine learning. Practical complications of any such approach involve economic impacts of surveillance activities, errors and inconsistencies in available data on shipping and import terminal facilities, and the tradeoffs between combinations of sensors. A full-blown approach to the port-of-entry inspection problem includes the decision problem of when to initiate different levels of inspection if there are seasonal variations in cargo flows and cargo types, sensor reliability effects, and changing threat levels. In general terms, it is necessary to explore new sensor deployment methods and sensor configurations, the problem of false alarms from naturally occurring radiation sources (which vary spatially) and from innocent cargos (such as medical waste), and models of “information sensors.” Moreover, existing algorithms for designing port-of-entry inspection are rapidly coming up against the combinatorial explosion caused by the many possible alternative inspection strategies.  In this project, we are attempting to develop an approach that brings into the analysis many of these complications.  

The project is being carried out in collaboration between a university team of faculty and students and a team from the Los Alamos National Laboratory. The university team is based at DIMACS and reflects the multi-disciplinary nature of the port-of-entry inspection problem with faculty and students from Mathematics, Operations Research (RUTCOR), Computer Science, Statistics, as well as Industrial and Systems Engineering, Civil & Environment Engineering, School of Communication, Information & Library Studies, Management Science & Information Systems, among others.

The project team has reviewed in depth the initial approach to the port-of-entry inspection problem taken by the Los Alamos team.  Our Los Alamos partners studied four tests for deciding if a cargo was positive, that is, contained illicit material.  These tests (we will call them all sensors) were evaluation of ships manifests, passive radiation signature, radiographic image, and induced fission.  All of these have costs associated with them, including the cost of a reading indicating illicit material when there is none, a false positive (FP), the cost of a reading indicating there is no illicit material when there is, a false negative (FN), time costs of using the sensor, delay costs of waiting for the sensor, and fixed cost of equipment, labor, etc. For each sensor the readings for cargo containing illicit material (positives) and readings for cargo not containing illicit material (negatives) are random variables.  It is assumed that each is distributed normally and that the mean and standard deviation for each of these distributions is known.  Setting a threshold level for when a reading is considered positive controls the performance characteristics of each sensor, that is the probability of FP and the probability of FN.  For example, a false positive occurs when a reading from a sensor for a cargo that does not contain illicit material falls in the range where that sensor gives a positive reading.  The model our Los Alamos partners created assigned an output of 0 (absence of illicit material) or 1 (presence of illicit material) for each sensor.  In general, n sensors will yield a string (vector) of 0’s and 1’s of length n.  A decision function is a Boolean function F on an n-dimensional vector with output 0 (negative) indicating the cargo is not suspected of containing illicit material and an output of 1 (positive) indicating the cargo is suspected and must be “unstuffed.”  The cost of a false positive is the cost of unstuffing, $600.  The cost of a false negative was based on the estimated cost of the destruction of the World Trade Center, $50 billion, times the estimated fraction of imports with weapons of mass destruction (WMD), 1 per 5 years. To which sensor a cargo is sent depends on the output of the previous sensor.  This can be modeled with a binary decision tree (BDT).  The best LANL could accomplish was to find the binary decision tree in the case of 4 sensors that would minimize total cost.  Restricting to complete (every variable is required) and monotone (if F(0,1,1,0) is 1 then F(1,1,1,0) must also be 1) Boolean functions, there are 114 possible functions and 11,808 possible binary decision trees. Using two months data from the LA Long Beach port, by exhaustive search it was determined that there was 1 best, the best 100 fell into 10 patterns, and there were about 300 that were close enough to optimal.

In reality, we will want to use many more sensors and the large number of possible trees makes an exhaustive search infeasible.  One goal of this project is to understand the characteristics and behaviors of the solution space with the objective of developing heuristics that will allow rapid computation in finding optimal and near optimal trees. This heuristic will need to be able to scale up to 12, 20, or even higher numbers of sensors.

Several problems were recognized with this model.  There are many different types of costs involved.  There are fixed costs and salary costs for the inspection stations.  There are delay costs that are primarily borne by the shippers.  Also, a sufficiently long delay could cause the entire system to collapse causing proliferating economic costs throughout the country and the world. The delays can be a random variable; for example there is variability in the time to read the radiograph. 

The Rutgers team has subdivided their approach into three interdependent parts.  One group is studying the sensitivity of the determination of optimal and near optimal trees to the input parameters.  As input parameters such as the costs of false positives and false negatives, the costs of delays, etc., are estimated with more or less accuracy, one wants solutions whose sensitivity to changes in these parameters is known and tolerable.  This group is also applying data mining techniques to study the dataset of 11,808 possible binary decision trees provided by LANL for the case of 4 sensors.  A second group is considering the optimization problem in the context of a shipping port and building a simulation model of inspection stations as one part of an operating port.  Such a model will allow the estimation of some of the cost parameters by, for example, providing estimates of delays.  A third group is developing new modeling approaches that are computationally cheap, highly scalable, and able to incorporate various cost factors with enough flexibility to include future technologies.  A fourth group is investigating the optimum threshold levels for sensors so as to minimize overall cost as well as minimize the probability of not detecting hazardous material.

Findings
Experimental Sensitivity Analysis 

As a stream of containers arrives at a port, a decision maker has to decide how to inspect them, which to subject to further inspection, which to allow to pass through with only minimal levels of inspection, etc. We look at this as a complex sequential decision making problem. Stroud and Saeger, Los Alamos, formulated this problem, in an important special case, as a problem of finding an optimal binary decision tree for an appropriate binary decision function. Sakat Anand, David Madigan, Richard Mammone, Saumitr Pathak, and Fred Roberts, Rutgers University, did an experimental analysis of the Stroud-Saeger method that led to the conclusion that the optimal inspection strategy is remarkably insensitive to variations in the parameters needed to apply the method.  Anand, Madigan, Mammone, Pathak, and Roberts’ work has shown a remarkable robustness in the conclusions about optimal binary decision trees in sequential decision making algorithms in inspection applications. Very few trees arise as optimal over a wide range of choices of values for the key parameters in the model. Moreover, there is also considerable robustness in the optimal Boolean decision function – very few decision functions correspond to the optimal trees and those that do often are closely related. They do not yet have a good theoretical explanation for these conclusions about robustness. They also do not have a good understanding, as yet, of the relations between the different optimal trees, in particular their tree structure. These preliminary results are intriguing and suggest many additional questions.

It remains to do a lot of analysis of the robustness of the second, third, and fourth-ranked trees, though initial results show a great deal of robustness akin to that already discovered. In practical applications, a near-optimal tree might very well be a perfectly acceptable solution to the inspection problem. In this case, there might be more efficient methods for finding near-optimal trees than the brute force methods described by Stroud and Saeger and tested here.

Simulation Modeling and Analysis of Cargo Flow

The binary decision tree is a model of the security operations of using various sensors to obtain readings of various types on cargo containers.  These security operations take place in the context of a port in which there are many, many other activities that affect and are affected by the security operations. This part of the project is focusing on modeling and analysis of security operations for cargo flow through marine ports, with special emphasis on containerized cargo subject to the Container Security Initiative (CSI) program in the context of the entire port operation. Tayfur Altiok and Benjamin Melamed, Rutgers University, have built a prototype simulation model of cargo security operations in a container port including handling, storage and inspection. This initial simulation model has been developed using the ANYLOGIC simulation tool that is web-based.   The objective is to be able to understand the efficiency of the security operations and their impact on various delays in a typical marine port. Vessel arrival processes, vessel unloading operations and the various inspection processes are critical components of the modeling.  The impact of the arrival process and the inspection ratio on the overall marine port operation is being studied.  The simulation model will provide input into parameter ranges on costs and delays that will be used in the sensitivity analysis and will provide insight into other parameters that may be required in the optimization model.  It can be used to test the effectiveness of a decision algorithm for cargo inspection in the context of the overall port operation.

A Model For Finding Optimal Inspection Strategies For Container Inspection

Liliya Fedzhora, Paul Kantor, and Endre Boros from Rutgers, and Phil Stroud and Kevin Saeger from Los Alamos developed a large scale linear programming based model for finding optimal inspection strategies for container inspection. The model takes into consideration both threshold selection and sensor sequencing, as well as cost, budget, capacity and performance (detection rate) objectives/limitations. Fedzhora, Kantor, Boros, Stroud, and Saeger have built an experimental code for this model in AMPL (using CPLEX solver), and also in MOSEL (using XPRESSMP solver). The computations can be performed within a few minutes up to 4-5 possible thresholds per container, and in a few hours, when the number of thresholds is increased up to 12-15. Initial computational results show that already 5-7 thresholds give very good results.

The new mathematical method behind this model is a higher dimensional polyhedral characterization of decision trees. This model, though its size increases exponentially with the number of sensors, is still more efficient by a large exponential factor than the enumeration based approach originally proposed by the Los Alamos team. This allows the solution of the problem for up to 6-8 sensors.

An interesting outcome from the initial computations is that the best inspection strategy is NOT a single decision tree, but rather a mixture of several decision trees. Such a mixed strategy not only provides better performance (higher detection rate at a lower cost), but it is also safer in practical situations, since it is much harder to adapt “malicious packing strategies” to it.

Fedzhora, Kantor, Boros, Stroud, and Saeger plan to (i) improve on the algorithm by trying to work out a column-row generation technique; (ii) do extensive computational study on the marginal effects of more than one thresholds per sensor, and of mixed strategies vs. a single decision tree. They plan to extend this model, by cooperating with Tayfur Altiok, and take timing/queuing characteristics into the model.

They also plan to generalize the methodology to other practical problems, such as call-center scheduling and hardware/network diagnosis problems.

Sensor Thresholds in Port-of-Entry Inspection Systems

Seaports are critical gateways for the movement of international commerce. More than 95 percent of our non–North American foreign trade arrives by ship. With “just-in-time” deliveries of goods, the expeditious flow of commerce through these ports is so essential. Containers are inspected in order to detect the smuggling of nuclear materials, hazardous and illegal shipments. Slowing the flow long enough to inspect either all or a statistically significant random selection of imports would be economically intolerable. There are only two techniques of non-invasively “seeing” into a container, both involving projection and the resultant transmission or reflection of waves: 1) Electromagnetic (EM) waves (radio waves, light, x-rays, gamma rays, etc.) and 2) Material vibration waves (ultrasound). A variety of means exist for converting these waves into images suitable for human inspectors to interpret.  The interpretation may lead to accepting a container that contains undesirable material (false negative) or may lead to further inspection of a container that is acceptable (false positive) which results in delays and added cost.  Clearly, the threshold levels of these techniques have a direct effect on these types of errors and the inspection section.  

Hao Zhang, Christina Schroepfer, and Elsayed A. Elsayed, Rutgers University, developed an approach for determining the optimum threshold levels of the sensors at inspection stations in order to minimize the overall cost of inspection and the probability of accepting a suspicious container. Their approach also determined the optimum sequence of the inspection stations. Methods for estimating the probabilities of false negative and false positive were developed for two commonly used inspection systems: series and parallel.  The approach is general and it requires prior knowledge of “misclassifications” as a function of the sensors’ threshold levels.  The optimization approach searches within discrete values of the threshold levels to determine the levels that minimize the overall cost of inspection. Zhang, Schroepfer, and Elsayed decomposed the port-of-entry inspection problem into two sub-problems. The first problem deals with the determination of the optimum sequence of inspection or the structure of the inspection decision tree in order to achieve the minimum expected inspection cost. The second problem deals with the determination of the optimum thresholds of the sensors at inspection stations so as to minimize the cost associated with false positive (false alarm, which results in additional manual inspection) and false negative (failure to identify illicit materials or weapons). The first problem can be formulated and investigated using approaches parallel to those used in the optimal sequential inspection procedure for reliability systems as described by previous researchers in this field. After the sequences of inspection and the structure of the inspection decision tree are determined, Zhang, Schroepfer, and Elsayed determined the optimum thresholds of the sensors at inspection stations. 

Outreach Activities

Faculty participants in this project are serving as mentors in the DIMACS Research Experience for Undergraduates (REU) program, introducing undergraduates to some of the research issues and problems involved in port security and generating interest in homeland security problems among the next generation of researchers.
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Other Specific Products

Software

A prototype simulation model of cargo security operations in a container port including handling, storage and inspection has been developed using the ANYLOGIC simulation tool that is web-based.

Contributions

Contributions within Discipline

This “discipline” is inherently multidisciplinary.  An example of the type of synergy across disciplines that has been created is the collaboration of Elsayed Elsayed, Rutgers University, Industrial and Systems Engineering with Minge Xie of the Rutgers Statistics Department on the modeling and performance assessment of sensors in large scale and critical systems.

The work of the project relates closely to critical issues of risk assessment in homeland security.  A project team participated in the March 2006 Risk Symposium sponsored by Los Alamos National Laboratory (LANL), where the theme was Risk Analysis for Homeland Security and Defense.  The group contributed new ideas on large scale linear programming methods for finding optimal container inspection strategies.  This was followed by a meeting at LANL between Rutgers and LANL teams at which future joint research directions were discussed.

Contributions to Other Disciplines

The research outcomes from this project are also applicable to other modern problems.  For example, the work of Liliya Fedzhora (graduate student), Paul Kantor, and Endre Boros from Rutgers, and Phil Stroud and Kevin Saeger from Los Alamos on optimal inspection strategies for container inspection can be generalized to a methodology for other practical problems, such as call-center scheduling and hardware/network diagnosis problems.

Contributions Beyond Science and Engineering

In a very real sense, this project’s most significant contributions are beyond science and engineering.  The computer science, mathematics, engineering, and statistics of this project are motivated by a vitally important problem in our modern society, screening the materials that enter our country through our ports for dangerous and destructive materials. 

One of the outcomes of this project has been the development of the DIMACS – CAIT Laboratory for Port Security. (CAIT is the Center for Advanced Infrastructure and Transportation.) The DIMACS-CAIT Laboratory for Port Security (LPS) was established in 2006 by a Rutgers University Academic Excellence Fund grant to carry out collaborative research on marine/land port security, as well as the security of surrounding transportation infrastructure and coastal waters.  LPS addresses key issues relevant to marine/land container inspection operations and technology, bridge/tunnel security operations, coastal interdiction, and preparedness for and recovery from high-consequence events. The LPS research scope includes the analysis of relevant technological approaches (wireless networks, RFID, image processing, HF radar) and modeling and evaluation of field operations and risk (mathematical and simulation). 

Included on the Advisory Board of LPS are:

George T. Garrett, Deputy Assistant Director, New Jersey Office of Homeland Security 

Kathleen M. Haage-Gaynor, Area Director, Newark / New York U.S. Customs and Border Protection, Department of Homeland Security

James McElwain, Deputy Director, New Jersey Office of Homeland Security and Preparedness

Jeffrey J. Milstein, Operations Manager, Moran Shipping Agency

Harold W. Neil Jr., Director, Transportation Security, New Jersey Department of Transportation 

John P. Paczkowski, Director, Operations and Emergency Management, Port Authority of New York and New Jersey

David L. Scott, Commander, United States Coast Guard, Delaware Bay Sector

By interacting with these government agencies and industry leaders, project members are both finding more practical applications for their methods and learning practical restrictions that they are incorporating into their models.

Contributions to Human Resources Development

The researchers involved in this project are finding new research questions as well as new techniques for answering those questions.  For example, Elsayed Elsayed has expanded his research into the modeling and performance assessment of sensors in large scale and critical systems. This has also resulted in a new research thrust for one of his Ph.D. students.  It is likely that she will define a thesis topic along the boundaries of this research.

From the beginning, many graduate students have had major involvement in this project.  This involvement is informing their research and determining the direction of their future careers.  The students who have been participating are:

Ozlim Akpinar, Rutgers University, Industrial and Systems Engineering, graduate student
Saket Anand, Rutgers University, Electrical & Computer Engineering (ECE), graduate student 

Lilya Fedzhora, Rutgers University, RUTCOR graduate student

Abdullah Karaman, Rutgers University, Industrial and Systems Engineering graduate student

Devdatt Lad, Rutgers University, ECE, graduate student

Francesco Longo, University of Calabria, Italy, visiting graduate student

Milanic Martin, Rutgers University, RUTCOR, graduate student

Saumitr Pathek, Rutgers University, ECE graduate student

Paul Raff, Rutgers University, Mathematics, graduate student

Christina Schroepfer, Rutgers University, Industrial and Systems Engineering, graduate student
Hao Zhang, Rutgers University, Industrial and Systems Engineering, graduate student

The students are playing a major role in presenting the results of the team’s research.  For example, Saket Anand is presenting the sensitivity analysis results to the International Symposium on Intelligence and Security Informatics in May 2006.  Christina Schroepfer joined the Rutgers team on a March 2006 trip to Los Alamos National Laboratory for the Risk Symposium and subsequent Rutgers-LANL team meeting.  It was a wonderful introduction to the relevant research issues and to the work of the national laboratories for this first year Ph.D. student.

